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Agenda

◦ What is the WiFi Pineapple?

◦  Case Study - 

◦ GenCyber 2022 Teacher Camp

◦ Pre-Camp - Setup 

◦ Sample Module - Evil Portal

◦ Lessons learned from 2022 Camp 

2



WiFi Pineapple 
from Hak5.org
$120 WiFi Pentest tool. 

Mark VII edition
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INSTRUCTIONS 
FOR USE

EDIT IN POWERPOINT®

Click on the button under the 
presentation preview that 
says "Download as 
PowerPoint template". You 
will get a .pptx file that you 
can edit in PowerPoint. 

Remember to download and 
install the fonts used in this 
presentation (you’ll find the 
links to the font files needed 
in the Presentation design 
slide)

EDIT IN GOOGLE SLIDES

Click on the button under the 
presentation preview that 
says "Use as Google Slides 
Theme".

You will get a copy of this 
document on your Google 
Drive and will be able to edit, 
add or delete slides.

You have to be signed in to 
your Google account.

More info on how to use this template at 
www.slidescarnival.com/help-use-presentation-template
This template is free to use under Creative Commons Attribution license. You 
can keep the Credits slide or mention SlidesCarnival and other resources 
used in a slide footer.
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GenCyber 2022 
Virtual Teacher Camp

Case Study
University of Hawaii Maui College



Create an Evil Portal!
Teach teachers about realistic looking “login” 

pages that are fake! 
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The Goal: 
Create 
forced 
“Login” 
pages



The Goal: 
Create 
forced 
“Login” 
pages



“This is why you NEVER 
connect to an 
unsecured Wifi SSID in 
public!

10



11

This is Phishing.  Attackers would setup the Wifi 
Pineapple in a popular location hoping that 
someone is not paying attention, and connects to 
their device through an “evil portal”.

Some “free wifi” providers have you “sign-in” in 
order to access the internet.  We will do the 
same, but we will collect the Username and 
Passwords.  



Pre-Camp

All teachers were 
sent one WiFi 
Pineapple via USPS. 
They were given 
setup instructions 
during the 
pre-camp 2. Time 
required - 1 hour to 
setup

Pre-Camp - 
Setup

Camp - Use 
Evil Portal

Summer Virtual 
Camp - Day 3

Teachers were 
given a detailed 
module to create 
an Evil Portal, that 
was a fake login 
page. They used 
their phones to 
connect to this 
fake page on the 
WiFi Pineapple
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Lessons 
Learned -  
during 
2022 camp 
with WiFi 
Pineapple

Setup Time

Given that the 
camp was online, 
it was critical to 
spend adequate 
time to prepare 
teachers to setup 
the WiFi 
pineapple. Some 
teachers needed 
additional help 
after the 
pre-camp

Camp Activity

Key was to give 
detailed step by 
step 
instructions in 
the module, 
with pictures 
and notes. Once 
the portal was 
working, explain 
how it can trick 
people to giving 
up passwords!

Caution!

The WiFi 
Pineapple is 
professional pen 
testing tool, that 
scans networks, 
creates fake 
portals and 
other network 
activities. It 
should be used 
in schools only 
with permission 
from admin/IT 

14



Questions, Comments, Feedback?

Debasis Bhattacharya, JD, DBA

debasisb@hawaii.edu
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