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WiFi Pineapple
from Hak5.0rg

$120 WiFi Pentest tool.
Mark VIl edition




FEATURES

Leading Rogue Access Point
Patented PineAP Suite thoroughly mimics preferred networks, enabling
man-in-the-middle attacks

WPA and WPA Enterprise Attacks
Capture WPA handshakes and imitate enterprise access points,
capturing enterprise credentials

Precision Targeting Filters
Stay within the scope of engagement and limit collateral damage with
MAC and SSID filtering

Simple Web Interface
Fast and intuitive with an emphasis on workflow and actionable
intelligence - just click to attack

Cross-Platform
No software to install. Works in any modern web browser on Windows,
Mac, Linux, Android, iOS
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Advanced Reconnaissance
Visualize the WiFi landscape and the relationships between access
points and devices

Actionable Intelligence
Identify vulnerable devices, gather intelligence on the target and direct
attacks

Passive Surveillance
Monitor and collect data from all devices in the vicinity. Save and recall
reports at any time

Automated Campaigns
Guided campaign wizards deliver repeatable, actionable results with
custom reports

Cloud C? Enabled
Deploy with confidence. Remotely command and control the airwaves
with Hak5 Cloud C?
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Create an Evil Portal!
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Sign in to Free Wifi Sign in to Free Wifi : Sign in to Free Wifi

connectivitycheck.gstatic.com connectivitycheck.gstatic.com connectivitycheck.gstatic.com

. yahoo/ Google

Log in to Twitter Slgn In
. . Use your Google Account
Signin
Phone, email, or username ’ using yourYahoo account
t Email or phone
Password
. . Password
Username, email, or mobile
“ Forgot email?
Password
Forgot Password? - Sign up for Twitter Not your computer? Use a Private Window to sign in.
I I
| \ Create Account “
| Forgot username?
[ r
( Create an account
4 Or, continue with

& Google




Sign in to Free Wifi Sign in to Free Wifi Sign in to Free Wifi

connectivitycheck.gstatic.com

connectivitycheck.gstatic.com connectivitycheck.gstatic.com

~ Firmware Upgrade
. . = A new version of the firmware has been detected
Free Wl—Fl We I CO ' I @ and awaiting installation. Please review our new
.. ” terms and conditions and proceed.
From our friends at Google I\ /I C D O n a | d S rerms And Condition:
GNU General Public License Notice
This product includes software code developed by
third parties,
including software code subject to the GNU General
Public License
Accept & Connect o Co T
i _ [T ! Agree With Above Terms And Conditions
|
I'accept the terms of use Enter your WiFi WPA2 Pre-Shared Password Key to
i continue:
\ V] No account?

Click to create an account

Confirm your WiFi Password:
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This is Phishing. Attackers would setup the Wﬂ

~ Pineapple in a popular location hoping that

" someone is not paying attention, and connects to
their device through an “evil portal”.

Y @

Some “free wifi” providers have you “sign-in” in
order to access the internet. We will do the N

Eame, but we will collect the Username and
‘Passwords.




Pre-Camp 2
Setup

,Camp - Use
" Evil Portal

Pre-Camp

All teachers were
sent one WiFi

Pineapple via USPS.

They were given
setup instructions
during the
pre-camp 2. Time
required -1 hour to
setup

Summer Virtual
Camp - Day 3

Teachers were
given a detailed
module to create
an Evil Portal, that
was a fake login
page. They used
their phones to
connect to this
fake page on the
WiFi Pineapple
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Wifi Pineapple Evil Portal Setup

45 minutes

Before we begin with the Wifi Pineapple, download, then unzip the files in the
“evilportal-master-THIS ONE.zip” from the Google Drive - Day 3. Link is here

Set up evil portal

Power on your wifi-Pineapple by plugging in the USB-C cable.

Wait for the blue light to stop blinking.

Cf g
Your Windows wireless icon should change to -

Go to http://172.16.42.1:1471/ and log in to your Pineapple (Remember your Username and

Password... you will need that later)

1. Go to Modules ->Available Modules and install the “Evil Portal”

@
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Web GUI for the MDKA wireless testing tool

An evil captive portal for the WiFi Pineapple.

Traceroute and ping a host

Web GUI for Nmap, the popular network mapping tool.

Lookup information on MAC Adresses

View plaintext HTTP raffic, such as cookles and images.

A simple browser based fle manager for the WIFI Pineapple.

Geolocate IP addresses and domain names over HTTPS via fpapl

£ instal
[}
= Available Modules
i vame oe
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Nmap
MAC Info
HTTPeek
Cavinet
Locate
TcPDump

Web GUI for the tcpdump packet analyzer tool

2881K8

3471K8

1691K8

19.46K8

1094K8
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no1ke

saske
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newbid

newtid

Koalav2

newnia

Koalav2

newtis

newtis

Koalavz

newtis
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Lessons
Learned -
during

2022 camp
with WiFi
Pineapple

Setup Time

Civen that the
camp was online,
it was critical to
spend adeguate
time to prepare
eachers to setup
the WiFi
pineapple. Some
teachers needed
additional help
after the
pre-camp

Camp Activity

Key was to give
detailed step by
step
instructions in
the module,
with pictures
and notes. Once
the portal was
working, explain
how it can trick
people to giving
up passwords!

Caution!

The WiFi
Pineapple is
professional pen
testing tool, that
scans networks,
creates fake
portals and
other network
activities. It
should be used
In schools only
with permission
from admin/IT
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